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ARTICLE

Risk identification approaches and the number of
risks identified: the use of work breakdown
structure and business process
Ronny Kountur1✉ & Martdian Ratna Sari1

Losses and damages that any company or organization experience is usually caused by some

unidentified risks that hit them unprepared. Some companies even must close their business

or discontinue their operation due to the huge negative impact of the risk that hit them.

Knowing the risks that an organization face is important. Risk needs to be identified properly.

Though there had been some approaches a person can use in identifying risk, most of those

approaches are complex, require several people involved, are too subjective, and are not able

to identify unseen risks. Therefore, the purpose of this study is to know which risk identifi-

cation method can identify more risks when knowledge of the context is controlled. The study

made use of experimental research design with the use of covariance analysis in analyzing

the data. With a 95% level of confidence, it was found that risk identification methods affect

the number of risks identified. The business process approach seems to identify more risks

than the work breakdown structure approach and placebo. The step-by-step procedures in

doing the business process approach and work breakdown structure approach are also

introduced in this study.
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Introduction

The importance of risk management in an organization has
been well studied. Almost all kinds of business and activ-
ities are affected. Research showed that it affected the

success in supply chain activities (Aboutorab et al., 2022), soft-
ware development (Ziana and Charles, 2022), public–private
partnership projects (Rasheed et al., 2022; PMI, 2013), in the
pharmaceutical industry (Hoon Kwak and Dixon, 2008; Nyden
and Hagglund, 2022), in project management (Raz et al., 2002).
Brown and Grundy (2016) even said “Only a fool will believe that
no risk emerges in a project.” These studies support the idea that
risk management affects the success of almost all kinds of orga-
nizations whether profit or not-for-profit organizations. Practi-
cally it affects any company (Nelson et al., 2008; Kountur, 2018;
Hardy et al., 2020; Hardy and Maguire, 2016; George, 2020).

The success of risk management is due to its ability in creating and
protecting value. However, studies also showed that risk manage-
ment not only creates value but also increases performance (Farrell
and Gallagher, 2015; Gatzert and Martin, 2015; Willumsen et al.,
2019). Therefore, it is important for an organization to implement all
steps in the risk management process to be successful. It started by
stating the context, assessing the risk, treating the risks, and mon-
itoring the implementation of risk treatment. One of the important
activities in risk assessment is risk identification. Before any risk can
be treated, it is very essential to identify them (Moeller, 2017; Everson
and Chesley, 2016; Bowling and Rieger, 2005; Aven, 2011; Gjerdrum
and Peter, 2011; Barghi and Sikari, 2020). Risk identification is the
first step in assessing risk (Chapman and Ward, 2003; Elkington and
Smallman, 2002). This is in line with the risk management frame-
work proposed by both COSO and ISO 31000 that Risk Identifica-
tion is the first step to be done in risk assessment where risk
assessment is part of the risk management process. Risk identifica-
tion events getting more important especially when organizations are
facing unpredictable environments (Picciotto, 2019) since risks exist
in any work that the organization is doing. Ignoring them will be
very dangerous to the organization (Siddique and Hussein, 2014).

Risk identification is the process of discovering risks that affect
the goals or objectives of an organization (Kasap and Kaymak,
2007; Tchankova, 2002). Only after risk has been identified that
the subsequent process of risk management may be performed
(Schieg, 2006). How can risk in an organization be treated
without knowing what risks the organization is facing? Thus, risk
identification is important for an organization.

There are increasing numbers of research in the area of risk
management, particularly in the identification and assessment of risk
(Zhang et al., 2019; Liu et al., 2018; Osei-Kyei et al., 2021; Hartono
et al., 2021; Ameyaw and Chan, 2015; Aboutorab et al., 2022). Some
of the risk identification approaches are complex and require a
cumbersome procedure, as Aboutorab, et al. (2022) who introduced
the reinforce learning-based approach for the proactive risk identi-
fication (RL-PRI) approach said that “this step is also extremely
complex…”Most of these risk identification techniques are complex,
requiring highly skilled persons to conduct and require several people
in the implementation. This is consistent with the study of Ahmed
et al. (2007); Larson and Gray (2021) that risk identification requires
more people to work. Further, the existing techniques of risk iden-
tification tend to be subjective, as they are based on some prediction
(Maytorena et al., 2007). It seems that a more practical approach with
more accurate results in risk identification is needed. Two risk
identification approaches that may be considered more practical, less
complex, and possible to involve only one person in the process are
business process and work breakdown structure approaches.

Business process approach. Among different approaches to risk
identification, the business process approach seems to get more

attention in some research (Suriadi et al., 2014), probably due to
its practicality and effectiveness. There are some variations of this
approach as Lambert et al. (2006) called the business process
model. It has long been used in several areas such as quality
control (Stamatis, 2003), and hazard analysis (Kletz, 1999). Sal-
mela (2008) called it business process analysis, while Cope et al.
(2010) called it a risk-extended process model. It seems no one
exact procedure of the business process approach, the principles
are the same, and the risk is derived from a business process
however the detailed procedure may vary. Thus, it is still possible
to improve the procedure. In this paper, we are introducing the
practical approach of risk identification with the use of a business
process approach.

The term “business process” is a common term that refers to a
set of activities done for a goal (Weske, 2007; Recker et al., 2009;
Ould, 1995) that attempt to improve the operation of an
organization (Thompson, 2002). This definition seems to be
acceptable in describing the business process as used in the risk
identification process. They are the activities done in achieving
organizational goals. The organization’s goals may be in the form
of objectives, targets, or the form of key performance indicators
(KPIs). Thus, the two most important element of a business
process is activities and goal. The goal must be first set then
followed by activities done to attain the goal. In each of the
activities, there will be a potential loss event. This loss event is
what is known as risk. Different unit in an organization has
different goal (target, objective, or KPIs) to pursue, and each goal
has its different activities or process to be performed.

The procedure of the business process approach in risk
identification introduced in this study starts with (1) selecting a
unit in an organization where risk identification will be
performed. This unit is usually the lower-level unit in the
organization structure. After risks have been identified in the first
unit then move to the next unit until all units in the same level
have been selected for identification. That is the reason why the
business process approach is sometimes known also as a bottom-
up approach since its starts from the lower level to the top level in
the organization structure. Next, (2) determine the KPIs, targets,
or objectives of the unit selected. Next, (3) list all the activities to
be done to attain the KPIs, targets, or objectives. Next, (4) find
out possible loss events in each of the activities. Usually, several
loss events will be identified in each activity, this loss event is
what is known as risk. A risk is a possible event that may cause
losses. The loss may be in the form of loss itself, failure, or
damage. Next, (5) categorized the risk into an appropriate
category that has been developed since all risks need to be
categorized (Mazher, 2019; Wu et al., 2018). There are two steps
in categorizing risk, first is to categorize risk by activity and then
by function (Kountur, 2016). For example, a business process
with an activity of sending products to customers. In this activity
possible to have a loss event when sending products that are
products destroyed on the way to the customer or damaged. So,
in the activity of sending the product to the customer, there is a
risk of “product defect,” which is an event. Product defect may be
categorized into an activity of delivery that can be called a “risk in
delivery,” this is a category based on activity. The risk of delivery
may be categorized into “operational risk,” which is a category
based on function. Take note that a risk is an event that may be
categorized into activity and further categorized into function. In
other words, one function may consist of several activities, and
one activity may consist of several loss events. The procedure of
the business process approach in risk identification may be
described in Fig. 1.

Risks are treated at the event level not at the activity or
functional level since activity and function are just a way to
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categorize risk events. The activities and functions of an
organization have been pre-determined. However, the loss events
cannot be pre-determined but are known from the process of risk
identification. When the organization has more structure or the
structure is high, activities may be divided into general activities
and specific activities. A function may also be categorized as a
major function or a specific function.

Work breakdown structure approach. The work breakdown
structure (WBS) is originally used in project management. It is
the way how to break the project work into several activities.
However, the use of WBS getting broader in some other areas.
The WBS has been used as a risk identification technique (Lei,
2012) and in the preparation of a safety plan (Elsye et al., 2018).
The use of WBS in risk identification was found to improve future
projects (Chaher and Soomro, 2016). In project management,
WBS is used to break the project by tasks and sub-tasks, deli-
verables, and work packages. The process of decomposing the
tasks and breaking them into some work packages may be used in
identifying risk not only for a project but also for an organization.

The WBS approach that is presented here is a modified model
where the project or the organization is decomposed into
functions, activities, and events instead of tasks, deliverables, and
work packages. The first step (1) in the risk identification process
that makes use of the WBS approach is to break the organization
into several functions. Take note that each organization may have
its unique different functions. The second step (2) is to break the
function into several activities. The third step (3) is to know which
activities belong to which unit in the organization. The fourth step
(4) is to identify the loss event which is the risk in each activity.
There might be several loss events in every activity. The fifth step
(5) is to know the objective or the KPI of the unit where the loss
events were found and to make sure that the loss event relates to
the objective or KPI of the unit. The steps of doing the WBS
approach in risk identification are presented in Fig. 2.

The WBS approach is starting from the top and goes down to
the bottom. That is why sometimes it is also called the top-down
approach. Some claim that the WBS approach is practical and has
a positive effect on risk management (Chaher and Soomro, 2016;
Smith, 2008).

Conceptual framework. Some risks have easily been identified
since they appear on the surface. They are loss events that had

occurred in the past and may occur again in the future. However,
some risks are hidden, they do not appear in the past or they are
unnoticed therefore hard to identify. These kinds of risks which
are hidden are important to be identified. The risk that is not seen
is the one that may destroy the organization. So, it is important to
identify something unseen. There are two approaches to risk
identification that are introduced in this research, and both have
been well practiced in the past with some adjustments (Suriadi et
al., 2014; Lambert et al., 2006; Stamatis, 2003; Kletz, 1999;
Salmela, 2008; Cope et al., 2010; Lei, 2012; Elsye et al., 2018;
Chaher and Soomro, 2016). We expect that one approach can
identify more risk than the other where risks that are unnoticed
or have not occurred yet in the past may be identified.

The person who identifies the risk may be able to identify it not
because of the approach he is using but more of his knowledge of
the context (Nyden and Hagglund, 2022; Maytorena et al., 2007;
Hoon Kwak and Dixon, 2008). For example, a person who identifies
risk in the accounting department and has knowledge of accounting
may be able to identify more risk than people who do not know
accounting. Therefore, in this study, the effect of knowledge about
the context is controlled. The dependent variable is the number of
risks identified and the treatment variable is the identification
methods. The description of the variables is presented in Table 1.

We hypothesized that

H1

� �
: μ1≠μ2≠μ3

where μ1 is the mean of placebo or no treatment (NT), μ2 is the
mean of the business process (BP) approach, and μ3 is the mean
of the work breakdown structure (WBS) approach

In other words, this study hypothesizes that the risk
identification approach (X) affects the number of risks identified
(Y) where the knowledge of the context (C) is controlled.

Losses and damage that companies experience are usually
caused by some unidentified risks that hit them unprepared.
Some companies and organizations even have to close their
business or discontinue their operation due to the huge negative
impact of the risk they experienced. Knowing the risks that may
hit an organization is important. Risk needs to be identified
properly. Though there had been some approaches a person can
use in identifying risk, most of those approaches are complex,
require several people involved, are too subjective, and are not
able to identify unseen risks. The use of the WBS or BP approach
is more practical since it can work well even being done by only

Fig. 1 The procedure of the business process approach. In the lower level of organizational structure, the risk is defined as an event and it must be a loss,
thus it is called a loss event. The first four activities in the risk identification process are done in the lower level of the organization structure. In the middle
level of the organization structure, the risk is defined as activity. Several loss events in the lower level are categorized into one activity in the middle level
since one activity consists of several loss events. In the top level of the organization structure, risk is defined as a function. Several activities in the middle
level are categorized into one function in the top level since one function consists of several activities.
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one person. We are still not sure whether these two approaches
provide the same results or not. Thus, this research is conducted.
All enterprise risk management practitioners in their work of
identifying risks need to know the most effective approach to risk
identification.

Methods
This is an experimental study where the number of risks identi-
fied as the dependent variable and treatment variables are the two
risk identification approaches plus one placebo. Knowledge of the
context is the variable that is controlled.

Sample. Risk management is a process of identifying, measuring,
and treating or controlling risks that can be done by any pro-
fession. Most of the practices of risk management were indeed
done by managers in an organization, however, it is not limited to
the manager only but to any profession. The ability to identify
risk is a human ability, not an organizational ability. Therefore,
we are using university students as the respondents. We intend to
select business students since they are familiar with the business
environment and cases though they have no real experience in the
business organization yet. However, real experience in an orga-
nization is not required since our concern is more on human
ability than on organizational ability.

Eighty-six students from one of the top business schools in
Indonesia were selected. They were selected conveniently however

in assigning which respondents belong to which group of
treatment were selected randomly.

The description of the sample is shown in Table 2. Most of the
respondents are female (68%) while fewer (32%) are male. Most
of them (54%) is in their first semester, none in the second and

Fig. 2 The procedure of the work breakdown structure approach. The organization’s works are divided into several pre-determined functions. Each
function has several pre-determined activities. The risk may be identified in each of the activities. However, not all risks in each activity may be relevant.
Only risks related to the objective or key performance indicator (KPI) of the unit where the activities belong may be considered relevant risks.

Table 1 The description of variables.

Variable type Variable name Variable symbol Variable measure method

Independent variable The number of risks
identified.

Y This variable is measured by counting the number of risks each respondent
identifies.

Treatment variable Risk identification
approaches.

X This variable consists of three categories of treatments, the work breakdown
structure (WBS), the business process (BP), and the placebo.

Controllable variable Knowledge of the context. C This variable is measured by a testing instrument in the form of multiple
choice.

Table 2 The description of the sample.

Variable Category Frequency Percentage

Gender Male 27 32
Female 57 68

Semester 5 18 21
4 0 0
3 21 25
2 0 0
1 45 54

Knowledge in accounting 20–23 4 5
16–19 15 18
12–15 18 20
08–11 29 35
04–07 15 18
00–03 3 4

The number of risks identified. 9–11 2 2
6–8 11 13
3–5 42 50
0–2 29 35
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fourth semester, and few are in the fifth (21%) and third (25%)
semester. In terms of knowledge in accounting, the range is quite
wide between 3 and 21 with a maximum score of 25. The wider
the range, the higher will be the effect size which does not require
a large sample size to get high statistical power. This is true for the
number of risks identified too where the range is between 1 and
11 for a maximum of 11.

Procedure. From all the selected respondents, they were assigned
randomly into three groups. The first group was the placebo
group. The second group was the group that was taught the
business process approach, and the last group was the group that
was taught the work breakdown structure approach. These were
the students who never take any risk management course before.
We make sure that they do not know risk identification techni-
ques yet.

A written short similar business case was given to all groups for
them to read. This was the case in the accounting department.
They have to put themselves as the accounting manager and tried
to identify what are the risks he or she was facing. The first group
which is the placebo group after reading the case then was asked
to identify as many risks as they can think of based on the case
provided. They were given a sheet of paper to write all of the
appropriate risks that they can identify.

For the second group, before they were given the case to read,
they were taught the method of risk identification based on the
business process approach. After explaining the approach, we let
them ask about any procedure in this approach that they did not
understand to make sure that they understand the approach.
After we were sure that everyone in the group understand the
procedure then we gave them the case to read. We also provide an
answer sheet that was designed according to the steps in the doing
business process approach. The answer sheet will help them
identify the risk based on the business process approach.

For the third group, similar treatment was given as for the
second group except that they were taught the work breakdown
structure approach and the answer sheet was designed according
to the steps in doing the work breakdown structure approach.

After completing identify the risk, all of the respondents were
given a multiple-choice question about accounting. This was to
know their knowledge of accounting since knowledge in
accounting become the controllable variable.

Data analysis. This is an experimental study where the data of the
dependent variable is in interval form and the independent
variable is the treatment variable which is in nominal form. The
appropriate statistical tool is the analysis of variance. The con-
trollable variable was controlled statistically therefore we are
using the one-way analysis of co-variance (ANCOVA) with a 95%
level of confidence. This statistical technique is robust. Violation
of some parametric statistical assumptions such as normality and
linearity may not affect the result. However, the existence of
outliers and missing data may affect the result therefore we made
sure that no outliers and missing data were in the analysis. The
analysis then will be followed by a post-hoc-test with the use of
Tukey’s HSD test.

Results
A one-way analysis of covariance (ANCOVA) was performed to
compare the effect of different risk identification methods on the
number of risks identified where knowledge about the context
was controlled.

The one-way analysis of covariance revealed that there was a
statistically significant difference in the number of risks Identified
between different methods of risk identification in at least two
groups (F(2, 35.69)= 12.72, p < 0.05), that knowledge of the
context was also found to be significantly affecting the number of
risks identified (Y) (F(1, 45.79)= 16.32, p < 0.05) that has been
controlled (see Table 3).

Tukey’s HSD test for multiple comparisons found that the mean
value of the number of risk identified was significantly different
between business process (BP) and placebo or no treatment (NT)
(p < 0.05); between business process (BP) and work breakdown
structure (WBS) (p < 0.05) as shown in Table 4. While there was no
statistical difference between WBS and NT (p= 0.34).

The average number of risks identified with the use of the BP
method in risk identification is higher (M= 5.93) than the use of
the WBS method (M= 3.14) and also higher than placebo or no
treatment is used (M= 2.46), as shown in Table 5.

The use of Eta square (η2) is common in ANOVA as a measure
of effect size. Small effect size when η2= 0.01. A medium effect
size when η2= 0.06 while η2= 0.14 indicates a large effect. Both
effect size and sample size affect the statistical power of the
finding. If the effect size of the intervention is large, it is possible
to detect such an effect in the smaller sample (Sullivan and Feinn,
2012). As shown in Table 1, the effect size of both the Risk
Identification approach and Knowledge are large. Thus, 86
sample size is appropriate to detect such an effect.

Discussion
Among the two methods of identifying risks, the business process
(BP) approach can identify more risk than the work breakdown

Table 3 Analysis of covariance: The number of risks identified.

Case Sum of square df Mean square F p η2

Risk ident. method (Y)a 71.37 2 35.69 12.72 0.00 0.21
Knowledge (C)a 45.79 1 45.79 16.32 0.00 0.13

aIndicate significance. Both, risk identification method (X) as the treatment variable and knowledge (C) as the controllable variable are significant.

Table 4 Post-hoc comparison on risk identification method.

Mean difference SE t PTukey
BP–NT 2.21 0.45 0.00
BP–WBS 1.59 0.45 0.00
WBS–NT −0.63 0.44 0.34

BP, WBS, and NT is the treatment where BP= business process, WBS=work breakdown
structure, and NT= no treatment or placebo.

Table 5 Number of risks identified.

Risk ident. method N Mean SD

BP 28 4.93 2.40
NT 28 2.46 1.32
WBS 28 3.14 1.58

BP, WBS, and NT is the treatment where BP= business process, WBS=work breakdown
structure, and NT= no treatment or placebo.
N number of respondents, SD standard deviation.
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structure (WBS) approach, on average about 1.57 times, and 2.00
times as compared to not using any approach. This is after con-
trolling the knowledge of respondents about the context since
knowledge of the context affects the number of risks identified. This
is consistent with the study of Nyden and Hagglund (2022),
Maytorena et al. (2007), and Hoon Kwak and Dixon (2008).

It is important for the risks in any organization to be well
identified. How can risks be managed without first being identi-
fied? It is easy to identify something that is obvious but how about
risks that are hidden? They do not appear on the surface and are
hard to be identified. These kinds of risks required a particular
method to identify. Several methods of risk identification have
been introduced so far as the study by Zhang et al. (2019), Liu et al.
(2018), Osei-Kyei et al. (2021), Hartono et al. (2021), Ameyaw and
Chan (2015), and Aboutorab et al. (2022). However, as Aboutorab
et al. (2022) said they are complex, and according to Ahmed et al.
(2007) and Larson and Gray (2021) required some people to be
involved. Thus, there is a need of having a practical method of
identifying risks that can easily be implemented and identify hid-
den risks, since risks that are hidden may kill the organization.

It is very much recommended that all enterprise risk man-
agement practitioners use the business process approach in risk
identification as introduced in this study. However, as with all
studies, no studies have no weaknesses. The sample of this study
was taken from business students in one university. Though some
of them were working students, however, further study needs to
be done to include only related employees of an organization.
Since this study is focusing on the business process approach and
the work breakdown structure approach other methods of risk
identification may be further studied.

Data availability
The datasets generated during and/or analyzed during the current
study are available from the corresponding author on reasonable
request.
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